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1. INTRODUCTION

1.1. About these Notes and Related Notes

These notes describe how to retrieve NMR data from the NMR facility’s data server using Secure
File Transfer Protocol (SFTP) on a Windows PC. No additional notes need to be consulted in order
to understand the material presented here. For MAC or LINUX users, these notes can still be used as
a guideline when setting up your SFTP software.

1.2. About SFTP

SFTP is a network protocol that permits a user to transfer files from a remote computer to the user’s
local computer. Generally all the user requires to transfer the files is the remote computer’s
hostname, plus the user’s log-in name and password on the remote computer. There are numerous
SFTP programs available, these instructions will describe how to set-up WinSCP for Windows.
MAC or LINUX users can use FileZilla as their SFTP program.

1.3. SFTP Information for the NMR Data Server

Your SFTP software will require a hostname, a user name, a password and potentially a port number
(see Table 1.1). Please contact an NMR facility staff member to get the host name of the data server
and your group’s NMR facility password. Your group’s user name will be your supervisor’s
surname, typed in lower-case letters. The port will be 22 (SFTP).

Table 1.1. Information Required by SFTP Software

Information Value

Host name Ask NMR facility staff

User name Supervisor’s last name (lower case only)
Password Ask NMR facility staff

Port # 22 (SFTP)

2. INSTALLING AND SETTING UP WINSCP SOFTWARE

2.1. WInSCP Installation
1) Go to WIinSCP’s homepage: http://winscp.net/eng/index.php

2) Click on the [Go to Download page].

3) Under the heading Downloading WinSCP, click on Installation package on the most recent
version of the software.
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4) A pop-up window will appear (make sure pop-ups are allowed in your browser); click on Save
File and save the executable file to the desktop (or your preferred location).

5) Navigate to wherever you have saved the winscpsetup.exe file and double-click on the file;
installation will begin. If prompted, click on Run.
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6) Select English (or your preferred language). Click on OK.

Select Setup Language

A Select the language to use during the
I“\:-‘ installation:

TE

7) In the setup welcome window, click on Next >.

18! Setup - WinSCP.

Welcome to the WIinSCP Setup
Wizard

This will install WinSCP S.1.1 on your compuker.

It is recommended that you close all ather applications befare
continuing.

Click Mexk ko continue, or Cancel ta exit Setup,

8) Click on “I accept the agreement” and click on Next >.

i Setup - WinSCP

Cancel

License Agreement

Please read the fallawing important information before continuing. H

Plzase read the Following License Agreement. You must accept the terms of this
agreement before cantinuing with the installation.

“ou can also review this licence and further details online at: ~
http: fiwinscp. net/engidocs/license

A. GNU General Public License:
B. Privacy Policy

. Licenses and Distribution Terms of WinSCP Installation Package

A, GNU GENERAL PUBLIC LICEMSE
Yersion 3, 29 June 2007

[ <pak w Hext > ]I[ Cancel
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9) Navigate to wherever you would like to install the software, then click on Next >.

& Setup - WinSCP

Select Destination Location
Where should WinSCP be installed?

J Setup will install WinSCP into the Following Folder.

Ta continue, click Mext. IF you would like to select a different folder, click Browse.

| [ Brawse...

At laast 107 MB of free disk space is required.

[ < Back ” MNext = 1[ Cancel

10) Click on Custom installation, then click on Next >.

16 Setup - WinSCP

Setup type
what type of setup do you want?

(%) Typical installation (recommended)

- installs to defaulk destination
- installs all companents, buk no translations
- enables mast bypical Features

() Custom installation

- allows Ful selsction of destination, components and Features

[ < Back I” Next > III Cancel ]

11) Deselect Pageant and PuTTYgen. Select any translations that you would like. Click on Next >.
otup - WinSCP s

Select Components
Which components should be installed?

Select the components you want kg instal; clear the components you do not want ko
install. Click Mext when you are ready to cantinue,

-~
Lo o hall st l digct downloads, may require restart) A
[] Pageant [55H authentication agent) 0.5ME
] PuTTYgen (key generator) 0.5 ME
TanEIanons

[ Traditional Chinese 0.6 MB

[ simplified Chinese: 0.6 ME

[ czech 0.6 MB

[ German 0.7MB o

Current selection requires at least 10,2 ME of disk space.

< Back ” Mext > XI[ Cancel
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12) Select where you want the Start menu button to be displayed. Click on Next >.

&= Setup - WinSCP. =T

Select Start Menu Folder
where should Setup place the program's shortcuts?

Setup will create the program's shorkcuts in the Following Start Menu Falder,

Ta continue, click Next. TF you would like to select a differsnt folder, click Brawss.

|

[JDont create a Start Menu folder

[ < Back ” Nezt = I[ Cancel ]

13) Select which parameters you would like. 1 would deselect Add upload shortcut to Explorer’s
‘Send to’ context menu, but keep the remaining defaults. Click on Next >.

1! Setup - WinSCP

Select Additional Tasks
wihich additional kasks should be performed?

Select the additional kasks you would like Setup ta perform while instaling WinSCP,
then click Nesxt.

Enable automatic check for application updates (recommended);

Enable collecting anonymaus usage statistics
Create & desktop icon

() Fat the current user only

(&) Far all users
[ create a Quick Launch icon
[] Add upload shortcut to Explorer's *Send o' context menu
Register to handle sftp:ff and scp: /i addresses
[[] Add installation directory ta search path (%PATH:)

|

14) Select Commander interface. Click on Next >.

16! Setup - WinSCP

Initial user settings
Please, select wour preferred user interface options.

User inkerface style
& Eammander interface
- two panels {left For local directory, right far remate directory)
- kevhoard shorkeuts like in Morton Commander (and other similar programs as

Total Commander, Midnight Commander...}
- drag & drop toffrom both panels

(O Explorer interface

- only remate directary
- kewboard shorteuts like in Wwindows Explorer
- drag & drop

Addtional options

[CJshaw advanced login options

[ <Backu| Next = III Cancel ]
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15) Review installation settings and click on Install. Installation is very rapid.

& Setup - WinSCP EEX

Ready to Install
Setup is now ready o begin installing WinSCP on your computer

Click Instal to cantinue with the instalation, or click Back if you wart ko review or
change any settings.

Destination location: -~
C:\Program FilesiwinSCP

Setup type:
Custom installation

elected components:
WinSCP application
Drag & drap shell extension {allows direct downloads, may require restart)
Translations
English

Start Menu Folder: o

2.2. WInSCP Setup
1) Deselect Open Getting started page. Click on Finish.

15 Setup - WinSCP

Completing the WinSCP Setup
Wizard

Setup has finished installing Win5CP on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup,

pen Getting started page
Pleass consider donating to support WinSCP development,

Donate $3 -
Donate §13 PayPal

Donate $79 e RS
Donate 49 ek =1l

About donations

2) Enter the following information:
e Inthe Host name: field, enter the NMR facility’s data server’s host name
e Inthe User name: field, enter your supervisor’s last name in lower case letters
e Inthe Password: field, enter your group’s password.
e Click on Login.

By WinSCP Login =R =R |
o Newsie Session
= 1400 Eile protocol:
B e Ca R
SFTP. -
& m400
3 Soiids Host name: Port number:
| | 2l
User name: Password:
B o=y

3) A screen displaying two columns will be displayed. Your group’s NMR data is the right-hand
column, your computer is the left-hand column, and the directory you are currently in is displayed
in the blue horizontal banner at the top of each column. In the left-hand column, navigate to
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whichever folder your group (or you) stores its NMR data. If you need to change drives, use the
drop-down list just above the column’s blue banner.

e R D - . e
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4) If you want to create a new directory, click on Create Directory (or click F7)

. In the pop-up
window, enter the name of the new directory and click on OK.

B Moenaeani-data/chasinens - HMR Dats - WinfiCP

Lecal Mark files Commands Session Options Remate Help
R & B symekeoniz: M B @ B Queve = | Tranher Settings. Deleuit -2
& MMR Do |G Hew Sexacn
My documents -®m DEOE % chemnes v (B[] e - BDm S RFedfe T
? s GikEEE
CAlisers Mt Documents HMR-Dats 2 v 71} heme/nm: data/chemnm
Mame B San Type T Cranged Mame  Ea St Changed Raghts e
Farers directoey /117216 44047 P JLVAMERSLMPM  rrarx chemnme
Mt LIS INILIE AN rwne chamnme
Mat-DCM -test WAEHSPAATAM  eaarars  chemnme
0Bed0Bindold SBof0Bindal2
Create new locel dwectory @ wwa 00515
5) On the top menu, select Session — Save Session as Site....
et wasce - e
Lecal Mak Fles Commasds | Sevion | Optioss Femote Help

6) In the pop-up window that appears, in the Site name: window, enter NMR Data. Do not save the
password. Click on OK.

S sastion s e s
Ssoans:
[Femoon 1|
i

s

S pasmord ot racormemended)

Create desioop shortnt

o ||| cmen | [ e

7) When finished, from the top menu, select Commands — Quit (or click F10 or click the X in the
top-right hand corner) to close the WinSCP.
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3. TRANSFERRING NMR DATA USING WINSCP
1) Open WInSCP, click on NMR data, then on Login.

P WinSCP Logm ==
I tew S ——
=] [rap—
= FF

e i

e

3) On the right-hand column, double-click on your data folder and then navigate to your desired
folder(s).

4) Select the folder(s) that you would like to copy and drag the folder(s) into the appropriate folder
on the left-hand column. Repeat until all desired data has been transferred.

5) When finished, from the top menu, select Commands — Quit (or click F10 or click the X in the
top-right hand corner) to close WinSCP.
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